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UFED Physical Analyzer 7.4 Release

VERSION 7.4 | MAY 2018

Cellebrite has released a maintenance version of UFED
Physical Analyzer, UFED Logical Analyzer and Cellebrite
Reader 7.4.

This version supports the latest iOS release, version 11.3, and resolves the following
issues:

e A crash during the file — open dialog when running UFED Physical Analyzer on Dell
computers

e |ssues while running Cellebrite Reader on 32-bit windows operating systems

e Partially missing participant information for SMS messages for iOS devices

e Alocalization issue with the Korean language when generating an HTML report

e Incorrect call logs type when recovering data from contacts2.db

e Missing MD5 value for emails when generating an Excel format report

e A reference for image files is missing while decoding MMS and iMessages from the
Apple iCloud production file

e A decoding issue while parsing the memory card image (Mass storage)

We have also added support for 129 new app versions for iOS and Android devices,
including:

e Dropbox 88.2.2 (Android), 66.2, 88.2 (i0S)

e Facebook Messenger version 159.0.0.29.93b(Android)

e  Gmalil version 8.3.12.190852125.release (Android), 5.0.180311 (i0OS)
e Instagram version 38.0.0.13.95 (Android), 1.3.180311 (iOS)

e Kik Messenger 12.7.0.7135 (Android)

e LinkedIn 4.1.156 (Android), 9.1.70 (iOS)

e Telegram Messenger 4.8.5 (Android)

e  Twitter 7.36.0 (Android)


http://s554675970.t.en25.com/e/er?s=554675970&lid=134&elqTrackId=e09d7e4fdd0345298afe07e7e8230fa1&elq=ca13514fa1a842cf9dd2d1bd752702f9&elqaid=4690&elqat=1
http://s554675970.t.en25.com/e/er?s=554675970&lid=2433&elqTrackId=65d326f5e1854ff9b6f0a3e8a647e9f5&elq=ca13514fa1a842cf9dd2d1bd752702f9&elqaid=4690&elqat=1

e WhatsApp 2.18.79 (Android), 2.18.31, 2.18.41 (iOS)

Cryptographic hash values information

You can validate the integrity of Cellebrite's UFED software files by verifying their
cryptographic hash values. This can help you identify whether a file has been changed from

its original state

Product

MD5 value

SHA256 value

UFED Physical Analyzer

15a31ce3777141a93aedbd
84f69ef534

51ef3c35350175e0d0e24b4c
57f25a8¢c7f74f93d8a3dfcda3
ad4a226bf6b5d79c

UFED Logical Analyzer

31bafd8c0f4b9edec97e775
73401d821

83b66702e92ea868cef8e39
2f2ec58ca35d5a1631ebel33
092e180bbaedb5385

Cellebrite Reader

66777471ad2ce40bd514ch
1313208ea8

1d1c9a05302240642892213
fece8e7b40ddcOf7dbe679dd
ch4d69965d0d65c00
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