Release Notes

UFED Physical Analyzer, UFED Logical Analyzer
and Cellebrite Reader v7.22

August 2019

App versions: 9,435

App support

® 113 updated application versions for i0S and Android devices

® Access deleted files and new file formats in WeChat App

Now supporting the WhatsApp Business App

WhatsApp continues to be the undisputed leader amongst a vast series of social networking and
chat messenger apps with more than 600 million users worldwide. Following demand from the
market, we introduced support for the popular WhatsApp Business App for both Android and i10S

devices. This free app enables businesses to interact with their customers easily by using tools to
automate, sort, and quickly respond to messages.

As part of this new decoding support, users can review calls and call logs, chat messages,
contacts, images and videos, including geolocation data, user contacts, user account as well as
access to deleted data.
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Get new file types with the Generic Carver

UFED Physical Analyzer now enables you to carve for more file formats and recover additional deleted
files from databases and unallocated space. In this version, we have expanded our support to include AMR
and Silk audio file formats used by the WeChat application, as well as the MP4 video format.

To activate this capability, go to Tools = Get more data (Carving) and select Carve files (generic).
Additional supported formats include: MPEG, Amr, Silk, Mus, Plist, RTF, PDF, and Doc.

Carving results are displayed under File Systems —> Generic Carver Files and under Data Files marked
with a carved icon.

Note: MPEG formats can range from Mp4, 392, 3gp, F4a, F4b, F4p, F4v, Jp2, Jp20, M4a, M4b, Mé4p, M4y, Ross, Dvb, Jpm, Jpx, Mj2, Mj4, Mqv, Mov

Coming Soon: A comprehensive generic carving capability is under development and will be announced

iIn upcoming version.

File View Tools Extract Python Plug-ins Report Help Send to Analytics. l,a A

Welcome % Learnmore X O Extraction Summary (1) PTIORE O Extraction Summary () x O Videos(33) x O Documents (@) x
Audio (9)
Table View Folder View
(] Play (default program) | Export ¥  Filters v Actions ¥ | Tz arch aQ 2 & Audio Goto
[ ™ —v T X K 2 O No.offiles ¥ 1T Name v Path v Size (byte Created M Details
1 o 0x00000000_TO_0+0000...  Generic Carver Files/Carved unified bin/0x0... 6191
2 ? (< 0x0001AB1C_TO_0X0001... Generic Carver Files/Carved_unified.bin/0x0... 3871 Save
3 AN Ox000EFO18_TO_0+000EF... Generic Carver Files/Carved unified bin/0u)... 2635 Name: 0x00000000_TO_0+0000182F silk
Type: Audio
4 KAES X X eneric Carver Files/Carved_unified.bin/0x0... 7:
0x001DBD6D_T0_0x001... Generic Carver Files/Carved unified bin/0x0... 7222 Size (bytes): 6191
5 ? | < 0x0060D606_TO_0x0060... Generic Carver Files/Carved_unified bin/0x0... 4065 Path: Generic Carver Files/
Carved unified bin/0x00000000_TO_0x0000182F silk
6 7 K 0x00682933 TO_0+0069... | Generic Carver File/Carved unified bin/010... 79782 Created:
Accessed:
7 ? 7 7 /Carved.unified bin/Ox
< OXOOTEAD1T0_H00TT... Generc Crvr Fis/Corve uniied bn/00... 46458 e
8 ? < 0+0093805D_TO_0x0093... Generic Carver Files/Carved_unified.bin/0x(... 2840 Deleted:
Extraction:  Legacy
9 ? | < 0x02905868_TO_0x0290... Generic Carver Files/Carved_unified.oin/0x0.. 3334 MDS:
Source fle:  unified bin
Map
Position:
Address:
Map Address:

Check for new product updates

At any point of time, users can check to see if a new version update is available by clicking on:
Help = Check for new version
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Release Notes

End of life announcement for Windows 7

Following the announcement from Microsoft about the end of life for Windows 7 on January 2020, Cellebrite will
continue to unofficially support UFED Physical Analyzer installations running on this platform until further notice.
However, it is always recommended to run on an officially supported platform.

Solved Issues

The following issues have now been resolved in UFED Physical Analyzer:

®* The number of deleted locations is now presented as part of the device content in the extraction
summary window.

®* When performing an ‘Export’, Tagged files now include a description.
Translate content when the target language is set to "Same as Interface language”.
® Play silk files in Cellebrite Reader.

® Locations are now presented in the Timeline when opening two merged extractions.

10S: New and updated apps

1 new app

59 updated apps

Any.DO 4.29.9
ASKfm 4.41
Booking.com 19.6
Chrome 75.0.3770.103
Confide 8.3.5
Ctrip (Chinese) 8.5.0
DJI GO 4 4.3.20
Dropbox 148.2
Facebook 227.0
Facebook Messenger 221.0
Fitbit 2.95
Flipboard 4.2.40
Foursquare 11.15.4
Garmin Connect 4.19.1
Glide 6.3.11
Google Docs 1.2019.24203
Grindr 5.10.2
hike messenger 6.2.21
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Instagram 99.0
InstaMessage 3.2.4
Kakao Story 5.9.1
KakaoTalk 8.4.2
Keeper 14.3.4
KeepSafe 8.34.0
LinkedIn 9.1.137
Mail.Ru 9.23
Momo 8.18.6
Nike+ Run Club 5.25.1
Odnoklassniki 8.4
OkCupid 30.2.2
Pinterest 7.21
QQ Browser 9.4.0
Runtastic 9.5
Scruff 6.0007
Skout 6.9.0
Skype 8.48
Snapchat 10.60.0.17
Swarm 6.3.2
Taxify CL3.91
Telegram Messenger 5.9.1
Text Free Ultra Texting 11.43
Text Me! 3. 188
Text Now 9.16.0
textPlus 7.5.6
Threema 4.2.3
TigerText 8.4.1
TikTok 11.7.0
Tinder 10.15.1
Truecaller 10.13
Twitter 7.53
Viber 10.9.3
Vkontakte 5.18.1
Waze 4.51.3
Weibo 983
WhatsApp 2.19.60
WhatsApp Business 2.19.71
Yandex Browser 19.6.2.459
Yandex Maps 11.2.2
Yubo 3.28
Zello 4.59
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Android: New and updated apps

1 new app

54 updated apps

Any.DO
ASKfm

Booking.com

CM Security Browser

Dropbox
Evernote
Firefox

Fitbit

Gmail

Google Calendar
Google Drive
Google Maps
Google Photos
Google Tasks
Grindr

Hot or Not
ICQ

imo

Instagram
Kakao Story
KakaoTalk
KeepSafe

Kik Messenger
LinkedIn
Mail.Ru
MeetMe
Momo
Odnoklassniki

Opera Mini

Remember The Milk

Runtastic

Scruff
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4.15.4.11
444

17.9
5.22.21.0051
148.2.2
8.10

67.0.2

2.95

2019.05.26.25241491 release

6.0.39-252984007-release

2.19.232.04.45
10.19.1
4.18.0.250747830
3.0.3

5.11.0

5.122.1
7.5.1(823591)
9.8.000000012261
99.0.0.32.182
5.9.1

8.4.1

9.37.0
15.13.1.21523
4.1.317
9.7.0.27076
13.19.3.1960
8.18.5_c2

19.6.10
43.2.2254.140293
4.4.16

9.5

5.6072



Release Notes

Skype 8.48.0.51
Snapchat 10.60.0.0
Telegram Messenger 5.8.0

Text Now 6.30.0.2
textPlus 793
TigerText 8.4.668
TikTok 11.7.4
Truecaller 10.35.6
Tumblr 13.5.0.00
Twitter 8.1.0-release.66
Uber 4.266.10003
UC Browser 12.12.2.1188
Vaulty 4.8.15 release r11300
Viber 11.0.0.31
VIPole 2.0.81
Vkontakte B.37

Waze 4.52.0.3
Weibo 9.6.0
WhatsApp 2.19.175
WhatsApp Business 2.19.63
Whisper 9.29.5
Yandex Browser 19.4.5.141
Zalo 19.06.01

Cryptographic Hash Values Information

You can validate the integrity of Cellebrite’s UFED software files by verifying their cryptographic hash values.

This can help you identify whether a file has been changed from its original state.

Product

MD5

SHA-256 (Recommended)

b7164903d5d8119f8f0b617c8753d6c7e378f6183e2cab8003a40

UFED Physical Analyzer da2a82ab1545087b886af88d8a98b4f5

3f8540b3960
f2351f21ead0d144955f186cbf80a3cfibebb8e79f77ab844a7fd6

55bf3914b26876a39807bd9467a10ce3 of3e 16608

UFED Logical Analyzer
d32b47da103555883e3b2fbbe88bb6f837d308bf13d8af0éaadas

207a2cd7581e0731f16160adec30f936 2038cbd 9661

Cellebrite Reader
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