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Comprehensive Services to Access Inaccessible Data

Mobile providers continue to invest heavily in data protection and securing their operating systems by implementing 
stronger encryption mechanisms and complex locks.  

With Cellebrite Advanced Services (CAS), our sole focus is to provide law enforcement agencies with the “best-in-
class” service to overcome these complexities amongst market-leading iOS and Android devices. Using cutting-edge, 
forensically sound methods, taken directly from the Cellebrite Security Research Labs, we provide leading innovations 
and support to help you advance your investigations. Through our diverse range of affordable services, available through 
an annual subscription plan, we partner with your agency, to overcome the growing backlog of complex mobile devices.

Located in ten forensic labs around the world, our team of digital forensic experts bypass the toughest locks on the 
latest Android and iOS devices, provide insights and guidance with major cases, and assist in solving the most complex 
operational, technical and procedural forensic challenges.

Having successfully accessed data from thousands of devices to-date, CAS has proven to be the go-to partner for all 
law enforcement agencies.

CELLEBRITE ADVANCED SERVICES
Solving your most demanding 
digital forensic challenges
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Our Areas of Expertise 

Advanced Unlocking:
Determine or disable the Pin/Pattern/Password screen lock or passcode on the latest Apple iOS 
and Android devices. Cellebrite Advanced Extraction Services can retrieve more data from the most 
complex devices.

Advanced Extraction:
Cellebrite makes the world’s only decrypted physical extraction capability possible for leading Apple 
iOS and Android devices. These capabilities enable forensic practitioners to retrieve the full file 
system without needing to jailbreak or root the device.

Case Assist:
With the Case Assist Service, Cellebrite extends its specialized lab capabilities to support extraction 
and decoding from unlocked devices supported by UFED today. This is a solution for agencies that 
need to offload routine cases to ease the case backlog.

Advisory Services:
Cellebrite offers evidentiary preparation for complex cases and critical investigations when extra 
assurance or precautions are required. Our certified forensic experts can provide independent case 
review or testimony if additional opinions are needed, helping you ensure the best possible case 
results.

Technical Services:
Our skilled forensic experts have extensive experience and tools to help you recover and examine 
important evidence from crushed, broken, burnt or water-damaged devices.

Support for the Widest Range of Devices 

Apple Devices

Bypass or determine locks and perform a full file-system extraction of iPhone devices including the latest iPhone 11 / 
11 Pro / Max running various iOS versions up to the latest 13.4.1.

•	 Gain After-First-Unlock (AFU) access to locked iPhones up to iPhone X, running iOS 11.3 to 13.4.1

•	 Perform BFU 

•	 Access and decode relevant data on the device including third party applications, secure containers, and more.

Android Devices

•	 Bypass or determine locks and physically extract data on the latest Samsung devices including high running Samsung 
devices including Galaxy S6/S7/S7+/S8/S8+/S9/S10, A5/A7/A8, J1/J2/J3\/J6/J7, Note 5/Note 7/Note 8/Note 9, plus many 
other Exynos-based models.

•	 Unlock, FDE physical extraction or FBE full filesystem extraction for latest, Huawei, Motorolla, OPPI and 
many other devices.*

*This list is continuously updated so you should contact Cellebrite for latest information
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How Advanced Unlocking and Extraction Services Work

To get started with the service, please follow the steps below:

1.	 Visit the MyCellebrite Customer Community Portal to sign-up and start using the service.

2.	 Create a new case and complete the required fields.

3.	 Once a case has been approved by the CAS team, send your package.

4.	 Track the progress of your case online.

Court-tested chain of custody procedures are maintained at all times, with a pathway to ISO 17025 accreditation 
underway targeting 2019 completion. Once the device is unlocked and/or extracted, it is returned to the originating 
agency. Any extracted data is also sent to the agency in encrypted form to ensure privacy and protect operational 
information. Under special circumstances, Cellebrite can also offer these Advanced Unlocking and Extraction Services 
onsite.

Committed to Supporting Your Mission

Cellebrite has a proven and unmatched track record of delivering innovative digital forensic solutions for current and 
future flagship devices from all major device manufacturers. To date, Cellebrite Advanced Unlocking & Extraction 
Service specialists have a 100% success rate helping law enforcement globally to access hundreds of devices.
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About Cellebrite

For more than 20 years, Cellebrite has been the global leader and premiere provider of integrated digital intelligence solutions to 
law enforcement, military, government, and private enterprises worldwide. We help resolve investigations faster by addressing the 
growing challenges of an expanding digital world. 

Developed in close partnership with our customers, our integrated suite of digital intelligence software, solutions, and training 
include: access to all devices, digital platforms and applications when and where teams need it; management and control of all 
relevant data in a secure and collaborative system; and powerful leverage to quickly reveal critical insights.

Our solutions seamlessly integrate with existing infrastructures that allow organizations to make command decisions more efficiently 
to better protect their communities.

To learn more, visit:  www.cellebrite.com

http://www.cellebrite.com

