
Cellebrite Inseyets Essentials 
Training for Defense and 
Intelligence (CIET D&I)

Course Description
The CIET D&I course provides a comprehensive, hands-on introduction to mobile device extractions 
and post-extraction analysis using Cellebrite’s Inseyets UFED and Inseyets Physical Analyzer. Learners 
explore core concepts, essential workflows, extraction methodologies, device states, evidence 
handling, and analysis techniques needed to conduct efficient and defensible digital investigations. 
Through guided practice, scenarios, and lab-based activities, participants build the foundational skills 
required to acquire, validate, and interpret data from modern Android and iOS devices.

Level Length Delivery Mode

Intermediate Two-Day (14 hours)
In-Person

Virtual



About Cellebrite Training

Cellebrite Training delivers expert-led digital forensics education built for real-world investigations. Through
hands-on, role-based courses—available in person, virtual, and self-paced—we help professionals
confidently handle today's digital evidence challenges.

Course learning objectives
Upon successful completion of the course, the student will be able to:

 1. Describe the core components, capabilities, and use cases of Inseyets UFED and Physical Analyzer.

 2. Identify device conditions, states, and factors that affect extraction approach and tool selection.

 3. Differentiate between physical, file system, logical, and advanced logical extractions.

 4. Configure essential UFED settings to optimize extraction workflows and operational performance.

 5. Apply proper extraction sequences to acquire data while preserving integrity.

 6. Perform hands-on extractions on Android and iOS devices using the appropriate workflows.

 7. Navigate the Physical Analyzer interface to locate, decode, and review extracted data.

 8. Analyze artifacts to surface relevant evidence, timelines, communications, and user activity.

 9. Produce triage-level and full-analysis reports using Physical Analyzer output options.

 10. Evaluate extraction scenarios to select the most effective workflow for a given device or mission 
context.

 11. Integrate extraction and analysis findings into operational, investigative, or intelligence workflows.

Note: CIET D&I is not part of a capstone certification track and intended for non-certification learners. 
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